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utility communications

news, information, and events in the
utility radio service from 30 kHz and beyond

by Steve Douglass, webbfeat @ 1s.net

Utility Room Utility Monitoring—
How To Monitor The World From Your Kifchenetfte!

hen the war with lraq started. many friends and rela-

tives asked if they could come over and sit in my

kitchen. It was the same way during the events thi
ok place on 911 and when the space shuttle broke up on reen-
try. During severe weather outbreaks or during times ol mter-
national turmoil, the phone rings off the hook. *Can [ come over
and listen in7” or “What are you hearingT” they ask.

I don’tlive anywhere near Baghdad, New York City. or Dallas.
Yeu tucked neatly away in o comer of my breakfast nook in my
tiny apartnent is my “Command Center,” where | can keep tabs
on the state of the world. IU's :||w:|l. 5 !'L'ill:l'rl.-' al a moment’s notice
whenever disaster or breaking news happens. Flowing into my
kitchenette is a steady pipeline of information on what is going
on in my town, nation, and planet. My wife has nicknamed it
“KITCHCOM™ for Kitchen Command, but 1'd like to think of
it as the “War Room with o refrigerator”

Many UTE monitors might be surprised that T can suceess-
fully monitor so much in such a little space. It all goes 1o prove
that you don't have to live on an acre of property and have a
roof covered in antennas 1o be able 1o tp into the river of com-
munications flowing through the air,

The “ears™ of the system are just outside on my crowded bal-
cony and consist of a military surplus UHF antenna. various
wideband VHE/UHF antennas, and an “active”™ HF antennacon-
nected o a metal rain gutter. Interestingly, my landlord and
neighbors don’t give my antenna farm as much as a second
glance. They are well aware that I'm an electronics writer/junkie
and also i storm spotter for the city, Most figure the equipment
is used to keep tabs on the weather, Besides many of the bal-
conies in my apartment complex are graced with an ever-grow-
ing crop of direct broadeasting satellite aniennas, so mine are
Just an extreme form of theis,

5o How Does It All Work?

At the heart of the system is a bank of off-the-shell scanning
receivers, 1 viniage shortwave receiver, a computerized receiv-
er. 4 communications sysiem analyzer, iwo home PCs (and a
standard Internet copnection), and three cable-connected tele-
vision sets. Except for the communications analyzer, nothing
in my monitoring system is exotic or above the capabilities of
the average TV technology junkie. Most everything is off-the-
shelf or custom engineered by vours truly.

The Receivers

The main workhorses in my system are a WiNRADIO receiv-
er and Bearcal 780 XLT scanner radio along with an analog
shortwave radio, various scanning radios. and two-way radio

This is the aithor’s compact AS-FSS05/PROCAT milisary surplus anten-

e wsed for UHE MILCOM, Afthough nof very Iig, i acts ke o beam

eRrETe ARl an Y dienes irs size and ix o real chamgeion af bringing in those
week stgrnls, (AN plhotos by Steve Douglass)

transmitters. Together this mish-mash ol equipment makes it
relatively easy to intercept almost any type of communications
from 5.3 kHz 10 2.5 GHz.

Just in case you've been living ina cave in Afghanistan and
weren't aware, WiNRADIO manulactures a suite of PC- and
Macintosh-compatible communications receivers that ean turn
any computer into a powerful and versatile radio communica-
tions monitoring station. Consisting of a hlack box (or a card that
vou can discreetly install inside your computer), the WiNRADIQ
receiver is an expandable system with plug-ins and programs
(some designed for it by third-party software developers and hob-
byisis) that range from spectrum analyzers to direction finders.
The latter can be very uselful 1o law enforcement agencies in track-
ing down clandestine communicators, such as drug smugglers or
terrorists. There is even o WiNEADIO device that will let yvou
selup i communications interceplion station in i remoele arca,
which you can monitor and control via the Internet!

My WINRADIO 1550E has an incredibly large frequency
range (from shortwave o microwave) and s reception modes
include sideband, CW, AM, FM, and Wideband FM. Although
it can be programmed 1o work like any scanning radio, what
makes the WiNRADIO extremely powerful is the RF Spectrum
Scope option. Used in conjunction with my Umiden BC-T50XLT,
the pair becomes o powerful communications intercepting duo.

I use my WiNRADIO 1o display a graph of the active fre-
quencies in the military UHF aviation and satellite band (225
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KITCHCOM s BC-F80 six upon

to 399 MHz). As the receiver lunes
through the band. active channels pop up
like blades of grass across a grnphic char.
I just let the recerver search all day until
it linds any active channels. [ then enter
those trequencies into the highly sensi-
tive Uniden Bearcat 780 XLT for contin-
wous  monitoring, With 500 memory
channels available you have plenty of
r.||'.11.'1.‘h ((§] phl:__'_ T e ]'rul.]umn;u:_l. that the
WINRADIO digs up.

Ask any radio hobbyist to name one of
the best (and most popular) seanning
radios and the answer will be the Uniden
Bearcat BC-TROXLT, Although it docsn'i
olfer shortwave (1 to 30 MHz) as the
WINRAIDNO system does, it covers VHF
and LHF bands (30 MHz 1o 1,3 GHz) YTy
well, The BC-TROXLT combines comput-
er programming capability with portabil-
ity as it can be easily programmed via s
compuier interface and then installed in o
vehicle for radio monitoning on the go,

Although the Uniden Bearcat 780 XLT
is 3 champ at monitoring those exotic mil-
itary channels. I also highly recommend
it for scanning Homeland Security agen-
cies as well as regular police, fire, and
emergency channels.

Complementing my monitoring sys-
tem is the venerable Panosonie REFE-4900)
shortwave receiver. [ use it to monitor the
LIS, military, UTE stations, and interna-
tional broadeasts on shortwave. | bought
mine at a good price on e-Bay, where
many comparable and good-condition
uwsed shonwave radios can be found, IF
you decide 1o go receiver hunting on ¢
Bay, just make sure the receiver has SSB
recepion capabilities or you won't be

the
Commrr et e s Svalem .'1.1'].'“].\_':'! T.u.ug'rh."r thev are a Pt Irmr'.a' aif
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able to monitor military, amateur radio,
of the majority of UTE frequencies,

The “brains” of my radio inlercepl sy s-
tem 15 a Motorolas  Communiention
Analyzer R2001D, IU's an amazing pro-
fessional tool that can ferret out and ana-
lyze any radio signal between | MHz and
I GiHe. Unlike the WiNEADIO, this ana-
Ivieer has o constant real-time spectrum
scope that doesn’t have to rely on a slow
swieep ol o band before showing the active
channels on its CRT.
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My Transmitters

[)I-ll'iﬂ;l the severe weather season | can
usually be found chasing twisters in the
Texas Panhandle. However, there are
times when | just can’t pull myself away
from work, but still want 1o help coordi-
mate with local weather television storm
spotter erews in the area. For this purposc
L obtained a license and operale transmil-
ters on VHFE and UHF General Mobile
Rixlio Service (GMRS) |.I'¢LIII1.."|'II_'H."}~ used
by local spotter groups. Inside my chase
vehicle is a citv-provided VHF transmit-
ter used for talking with my fellow
Amarillo Emergency Service spolters on
official frequencies,

I alse wse two Midland land mobile
radio GMRS units (one base and one
mobile) as a back channel, | use this w
chat informally with other spotters (see
“Into The Storm” elsewhere in this issue)
and back and forth with KITCHCOM.
where T have a GMRS base station Tor
communicating with my wife (or a num-
ber of volunteers), 1 have no shortage of
fricnds and volunteers who happily man

Close i i I}h' Muovterrodan RN € SRR CaT oy Svafem ﬁ.l.lr.l,f'.','.'.l'
xeape i aerion. Spectram scope can display a {= 10 W0-MHZ chank
of thee ravdiio sppecrenen i real Hme,

KITCHCOM to monitor severe weather
reports on television while connected 1o
local weather radars on the Internet, They
then rélay critical information aboui the
storm o me and other Spotiers vin the

GMRES base station.

Antennas: HF And Beyon
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Beeause of my apartment logistics, a
long-wire shomwave was out of the gques-
ton. My firstsolution wastotry a Citteen's
Band 27-MHz steel whip antenna. To
mike up for the rather shon antenna
length, | ran the coax 1w a RadioShack
shortwave antenna amplifier. 1 then
grounded the amenna 1o a metal plumbing
pi]?l.!' with a short run of COpper wire,
Although the improvised antenna can’t
compare to a good long-wire dipole,
reception above 15 MHz i=n't bad, but
sensitivity  really falls off at lower
frequencies. Sall 1 have no problem
receiving shorwave powerhouse broad
casters and even some relatively weak
milimr:.- sideband commumciitiions,

In ||§|l|! ol these \I‘Il'll'ln;_‘lhl'l'lil'll-rh._ hevwvigy-
er, 1 decided to experiment. [ tried run-
ning a very thin, almost invisible, single
strand of copper wire toa tree in the apar-
ment compound, about 70 feet away.
Unfortunately. the high winds common in
West Texas kept hreaking the wire and |
grew tired of climbing up the tree to repair
it. [ found a solution st g mwe in the face,
though, when 1 noticed a metal flashing
and gutter running the full length of the
apartiment l.'-.:m]‘it!h. I attached o coax (o
it with an alligator clip, and connected it
tomy shortwave receiver vina ME] anten-
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na tuner and—hbingo—I now have a natural HE antenna over
130 feet long! Signal strengths went through the roof (pardon
the pun) on all bands!

For VHF and UHF coverage I use several off-the-shelf scan-
ner antennas available at any electronics communications outler
For UHF military 1 found a great MILSURPLUS anténna (AS-
15405/PRC-41) at alocal salvage shop, and it works wonders on
the 225- 1o 400-MHz military aviation and satellite band. Vietnam
War surplus, this is a compact beam antenna only three feet long
but capable of amplifying u weak signal 20 dB over a standard
dipole antenna. It's directional, but not overly so. In good used
condition it cost me only $60, which included a cool carrying
case making this antenna very portable. [ mounted it on an old
photographer's light stand and use an “Armstrong™ antenni rota-
tor (a.k.a., my own two hands) to point it in any direction | need.

Transmitting Antennas

It's one thing 1o run wires to o rmin-gotter for shortwave
reception, but installing an cfficient UHF transmitting anten-
na is another thing altogether. Commercial UHF base station
antennas are Wwo big 10 mount on my tiny antenna-crowded
balcony. The solution? Fattached a trunk-lip mount NMO mag-
netic mount UHE GMES mobile antenna to a surplus televi-
sion wall-mounting bracket. I then calculated the length of sev-
eral UHF radials, which I attached o this mount to provide a
circular (omnidirectional) ground plane. | was surprised (o sec
that the SWR (standing wave ratio) was very low.

The only problem [ have encountered with this setup is that
I have to tun off all my scanning radios before 1 Key the mic,
because the close proximity of the transmitter wrecked havoc
with their sensitive circuits causing the receivers 1o overload
and feed back.

So far there have been no complaints of interference from my
neighbors, most likely because the antennas are outside and
because | severely limit my trinsmissions o emergency com-
munications only and resist the urge to chitchat.

Getting It Wired

All the coaxial cables for receivers run into the mini-moni-
toring post through a RadioShack wall-through-tube that the
previous tenants thoughtfully left in place. This was great
because | didn't have to drill any holes in the walls and ruin my
chances of getting back my rent deposit.

Electrical cords are kept in check with nylon cable ties with
heavy-duty spike and circuit breaker-protected power strips,
reducing the risk of shod circuits or an overload and a fire. Plus,
from time to time the landlady inspects the apartment and 1
didn’t want a mass of wngled cables scaring her to death.

Listening In

My muin monitoring interest is in military communications.
But to supplement this source of information and 1o get a bal-
anced picture of what is going on from a global perspective. 1
also twiddle the dials and search for what other nations” press
agencies are reporting. Although news reports from some inter-
national shortwave broadeasters are sometimes heavily slanted
against the .S, they also have no compunction about repori-
ing on classified military operations inside enemy countries and
can be a good source of inside information,

Here's my compact beam antenna usefid for frequencies above S00
MHz. Thiy isa surploy antenna originally designed for 800-MHz rrank -

g radio repearers, “Compact” ix the kev word in selecting anfenmns
ter b enomanted in a relatively smoll area like an apartrment balcony,

Remember that these same broadcasters are also in the propa-
ganda business so their claims are always suspect. However,
keeping good records of what you hear on the military frequen-
cies and combining that data with news reports will paini a clear-
er picture of what's going on in the world. In intelligence circles
this 15 known as COMINT (Communications Intelligence) and
provides a big picce of the information puzzle.

This is also where the elevisions come in. Each of my three
TVsis tuned to one of the 24-hour news networks. During times
of conflict they 're always on, with the volume turned down but
the closed-captioning switched on.

Designing Your Own "KITCHCOM”

So by now you are probably asking how you can accomplish
the same without spending a small fortune on receiving equip-
ment and hiring a4 Ph.D. in electronics to put it all together for
you. Fortunately there is a way, but on a smaller scale,

Many of the international shortwave broadeasters also broad-
cast in real-time over the Internet. Just install the latest version
of Real Player, Windows Media Player, and a good MP-3 play-
er on your PC and you're set. Do a search for shortwave broad-
casters and you'll find links you can listen 10 on their sites. The
big television networks, such as CBS, NBC, ABC, and CNN,
also provide Real Audio (and Real Video) links as well.

But what about listening in on the military chatter online?
There are two sites | enthusiastically recommend. To lisien in
on real-time VHF and UHF military chatter, point your brows-
er 1o hip:fhwww.mil AirComms.com/. There you'll find a link
that will let you listen in on many military frequencies live.
You'll also find a listing of military terms and equipment rec-
ommendations, just in case you decide you want o try your
hand at militery radio monitoring. Another site that lets you lis-
ten to the military on shortwave (also in real time) is Orexis
Communications’ (Umea, Sweden) at hup://194.165.225.6/.
Here you'll find a shortwave receiver you can control yourself
and a chat-room that lets you talk to experienced radio moni-
tors who can help explain what you are hearing. You must have
a Java applet installed in your browser to do this; there are links
on the site that point you to the proper downloads.
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Another way to get a good handle on
what's being intercepted on the military
airwaves 15 o visit QTH.net and subscribe
to a military monitoring news group, such
as MILCOM or MILAIR. There you can
talk with rabid military monitors or just
lurk and read theirradio interception posts,
which are always fascinating.

Some of you are probably wondering
if military monitors reporting to each
other on what they hear could be consid-
ered compromising to military secunly.
Keep in mind that the military only lets
you hear what it wants you to hear. They
can pull the plug at any time. Plus many
communications that may sound to an
eavesdropper like classified information
(such as (roop movements, etc.) are
intended for enemy interception and are
deliberae disinformation broadceasis!

In light of this, if in the heat of battle a
military unit accidentally broadcasts real
classified information, it"s usually disre-
carded as bogus, In fact, it is not uncom-
mon for units to flood the airwaves with
hogus information from “phantom™ units
aimed at confusing an enemy even fur-
ther. Still, experienced military monitor-
ing hobbyists are aware that they may be
posting sensitive information on the
Internet and wsually delay or edit their
reports o reflect their respect for military
communications security, None of us rel-
ish a visit by the FBI, which we know
monitors the discussion groups. Those
who do publish sensitive information are
usually Kicked off the news group by a
mexdersnor and banished from posting any
information (o the group.

MACK Aftack

Speaking of war, during the lraq con-
flict many of the U.S, Air Force Special
Operations Command (AFSOC) MC-
130 Combat Talons and AC-130) gun
ships ook heavy fire as they engaged in
missions to drop Special Forces troops
north of H;lghiimi before the official stan
of hostilities. These forces were essential
in securing key nssets in advance of the
assaull on Baghdad. In hight of this.
AFSOC wanis to replace its aging fleet of
fixed-winged insertion aircraft with a
stealth multi-role aircraft that could also
serve as a clandestine troop deployer and
tanker for stealth aircrafi, such as the
FIA22, F-35, und B-2.

Those stealth geniuses at the Lockheed
Skunk Works have released a classified
design they say will meet the AFSOC's
neads. [t's known as MACK, an acronym

representing M-X, A-X (a regular air
lifter), CX (Cargo), and KX, a future refu-
eling tanker.

MACK  encompasses  significant
stealth characieristics, including engines
mounted deep nside the Tuselage, low
ahservable (LO) material construction
with broadband LO characteristics and
stealth shaping, The MACK would alsao
be fitted with state-of-the-an electromic
self-protection and electronic attack
devices (o enable it o avond detecthion or
thwan an attack if one should occur. In
other words, if the aircraft is detected and
attacked, the MACK will be more than
capable in defending itself, or even initi-
ating an atack, against hostile forces with
its two [ormmdable retractable cannons,
one mounted on the p of the fuselage
and one below.

Reader’s Logs

Do yourselland me a Favor and put your
loggings in the format listed below. As an
added measure o ensure that your logs
will be included, submit them in fre-
guency order from low to highest. We are
also now accepting your MILCOM logs
from above 30 MHz!

0000 (Frequency  MHz):  STATION,
Anytown, USA, summary of traffic heard in
MODE oo O0Z, (monitor/somelimes
location)

2473.5: PBC (Dutch Navy, Goeree): 0108
ETTY 75 hlfd50 He wicarbs. (RP)

2598.0: VOM (Canadian CG St Anthony ):
0901 USE w/MIBs &amp: gale wamings in
EE. (RP)

2582.0: Bermuda Harbor Radio heard at
0039 in USB w/mariner information Bulletins
in EE. 24/02 (RP)

2600.0: FUOQ (FE Navy Toulon): 0111
RTTY 75 bd/850 Hz witest tape. (KP)

4273.5: FUQ (FR Navy Toulon): 0346
RTTY 75 bd/850 Hz witest tape. (RFP)

5263.0: ZORRO (Mexican Army): (254
USB/ALE TO CICLON (Mexican Army).
24002, (RP)

5550.0: D200Z WEST 530 pos rpt wiNEW
YOREK Radio. (ID52)

5550.0: New York (MWARA CAR-B):
0123 USB w/PP-BIA (accented EE pilot)
wiposition report. 2402, (RIP3)

S508: 01442 REACH 697 fpting position
and fltops 1o SANTA MARIA Radio. (DS2)

5598: 0142F Air Fronce 653 position rpl
and SELCAL chk w/NEW YOREK Radio.
(D52}

S0 01007 continuing, CAMSLANT
Chesapeake wrking many Clrasscis in explo-
sion/zinking of tanker off Caroling coast.
Some CG assers included CG Rescue 1501,
1502, 6031, cutters Sherweod, Alragard (1
think), and 277. (D52)

unriy. popularcommunications. com

56%6; 0330Z USCGC EAGLE w/pos mpl to
CAMSLANT. (D52)

S69%6: 23307 CG Rescue 1502 reving traf-
fic from LANTAREA conceming EPIEB
from fishing vessel via relay CAMSLANT.
(DS2)

6318.5: RT3 (umdentified); D400 LUSBS
ALE TO HMY {(unidentified). (RP)

G318.5: RT3 (unidenified): 0342 USB/
ALE TO STK (unidentified). (RP)

6507.0; Olympin Radio, Greek Maritime,
i1x schedule in EE/Greek: 2204 LISH,

6586: 0109 SEYTOUR 702 snding pos
rptfaltitude (o NEW YORK Radio, (I52)

6004 01557 GANDER Radio wiaviation
WX, (D52Z)

6607: 01122 UNID CW station sending
groups of numbers. (DS2)

6628: 01587 Iheria 6702 pos rprin SANTA
MARIA Radio. (DS2) (LA)

6754.0: Trenton Military: 0331 USB w/val-
met. (RP)

6915.0; UNID, very long p/p in Russian,
pulse dialing: 20015 USB. (LA)

8047.0: CECOM (U5, Army Communi-
cations & Electronics Command. Fr. Mon-
mouth, NJ): 1834 USB/ALE TO BDLNGB
(unidentified National Guard Bureau). (RP)

8056.0: 309 (DLA 309, Delense Logistics
Agency, Battle Creek M) 1743 USB/ALE
sounding. 2402, (RP}

S110.0: OVM (11 0232 USB w/OM ().
24002, (R
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